Mifr2: HERR

EZEAIMBEERNE

AIMBSINT SFERREIL AHEEIR, £ Nacos EEEAHD. A Spring Boot Admin. £\ Zipkin. 5|
JWT. 455 Spring Cloud Stream B2 & Rabbit MQ A - ITHBERX UMM ARARITES IR HNITERS, U
RETENEERGAERELEAR,

AT A LIERAESIR E R T8 README.md F#% 2],
IUTRFAREFRERNIFIRIMAIRAR, A ARELRFRMEREITIEE:

IR
]t Rl s
JDK 17.0.18-ms
Maven 3.99
MySQL 8.0.33
Nacos Server 2.3.2
Sentinel Dashboard | 1.8.6
Zipkin Server 3.6.1
RabbitMQ Server 43.1
Erlang 27.3.4.13

BiEEEE

S spring-cloud.sql XX (LA TFRIBERBRT) = MySQL #iEESF, SIBBIEEAHSANEIE,

mysql -u root -p < spring-cloud.sql
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BOAL @A K A AR5 test, FILUEE LT AVIARIE MNMARS
EiZi518) http://localhost:5000/ % 302 BkEEEES@myIRRA

BT Gateway i5id]
7

i1 URL BieA
BRM http://localhost:5000/user/tologin BRERI@E
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[EEEUES http://localhost:5000/goods/getAll BRFrEEm
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¥z http://localhost:5000/goods/cart EEWYE (BEAER)
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AR, ATMBWRRIAE Consumer FRZEBBHEZERRE, BIET Gateway 158], FELbASCERS IEER
5, WEiAR, ESRREAEEERTH README.md,
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E&i Sentinel #NJ9 QPS 10 7 ffuX LFR, dNFMIAMRM, EECLFHN,
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THCES /| 42— 1 Header 2

public final class AuthConstants {

public
public
public
public

private

}

static final String AUTH TOKEN = "AUTH TOKEN";

static final String HEADER AUTH UID = "X-Auth-Uid";
static final String HEADER AUTH NAME = "X-Auth-Name";
static final String HEADER AUTH ROLE = "X-Auth-Role";

AuthConstants() {

TR | 45—EI2 OrderMessage &R

public class OrderMessage implements Serializable {

private

private
private
private
private
private
private
private

static final long serialVersionUID = 1L;

int gid;

String messageld;
Integer cartId;
String goodsname;
int number;

int price;

int uid;

REICES ) HhEVHEZE—BY Sentinel #LNIANE2S

public final class SentinelRulelLoader {

private SentinelRulelLoader() {

}

public static void loadDefaultRules(String... resources) {
List<FlowRule> flowRules = new ArraylList<>();

List

for

<DegradeRule> degradeRules = new ArrayList<>();

(String resource : resources) {

flowRules.add(createFlowRule(resource, RuleConstant.FLOW GRADE QPS));
flowRules.add(createFlowRule(resource, RuleConstant.FLOW GRADE THREAD));
degradeRules.add(createDegradeRule(resource));

}

FlowRuleManager.loadRules(flowRules);
DegradeRuleManager.loadRules (degradeRules) ;

static FlowRule createFlowRule(String resource, int grade) {

FlowRule rule = new FlowRule();

}

private
rule
rule
rule
rule

.setResource(resource);
.setGrade(grade);
.setCount(10);
.setLimitApp("default");
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return rule;

}

private static DegradeRule createDegradeRule(String resource) {
DegradeRule rule = new DegradeRule();

rule.
rule.
rule.
rule.
rule.
rule.

setResource(resource);
setGrade(RuleConstant.DEGRADE GRADE EXCEPTION RATIO);
setCount(0.2);

setTimeWindow(10);

setMinRequestAmount(5);

setStatIntervalMs(1000);

return rule;

TEIFEES / User Consumer @813 4c—#R NI AN 23 anzEm

@Configuration
public class SentinelRuleConfig {

@EventListener(ApplicationReadyEvent.class)
public void initRules() {
SentinelRuleLoader.loadDefaultRules(

"/user/toregister",
"/user/tologin",
"/user/register",
"/user/login"

REIRED | HERL G — AT LS E RIBENT AL

public final class UploadPathUtil {

public static final String DEFAULT UPLOAD DIR = "uploads";
public static final String UPLOAD URL PREFIX = "/uploads/";

private UploadPathUtil() {

}

public static Path resolveUploadDir() {
return resolveUploadDir(DEFAULT UPLOAD DIR);

}

public static Path resolveUploadDir(String uploadDir) {

Path

configuredPath = Paths.get(uploadDir.trim());

if (configuredPath.isAbsolute()) {
return configuredPath.normalize();

}
Path

userDir =

Paths.get(System.getProperty("user.dir")).toAbsolutePath().normalize();

Path

nestedProjectDir = userDir.resolve("spring-cloud-demo");

if (Files.exists(nestedProjectDir.resolve("pom.xml"))) {
return nestedProjectDir.resolve(configuredPath).normalize();

}
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Path parentDir = userDir.getParent();
if (Files.exists(userDir.resolve("pom.xml"))
&& parentDir !'= null
&& Files.exists(parentDir.resolve("pom.xml"))) {
return parentDir.resolve(configuredPath).normalize();

}

return userDir.resolve(configuredPath).normalize();

THIHS / Goods Consumeri@idsi— T BT EEBR

@Override
public void addResourceHandlers(ResourceHandlerRegistry registry) {
registry.addResourceHandler("/goods" + UploadPathUtil.UPLOAD URL PREFIX + "**")
.addResourcelLocations (toResourceLocation(UploadPathUtil.resolveUploadDir
()));
}

private String toResourcelLocation(Path path) {
String location = path.toUri().toString();
return location.endsWith("/") ? location : location + "/";

. HERZA: =N Nacos BeEH )

1B £ Nacos ABARS FMAMMECE P OMEIR R ZIRS Ba/E FMEI Nacos, Gateway F1 OpenFeign
WBERERTRIAA; B, TERIDESFEEM Nacos Fi—iE, AHEE WA UEDLER,

T4CES / 5|\ Nacos BE&E i

spring:
config:
import: optional:nacos:b2b-site-slogan.yml
cloud:
nacos:
server-addr: localhost:8848
discovery:
server-addr: localhost:8848
config:
server-addr: localhost:8848
file-extension: yml
data-id: b2b-site-slogan.yml
group: DEFAULT_ GROUP
content: |
site:
welcome: "XWIUGIR3EZ L, Nacos ahA&RE MK"
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@RefreshScope

public class AdminController {
@Value("${site.welcome: Vil k£ L rM ")
private String welcome;

}
TECES [ BahfEeliE Nacos hSECE
@Override
public void run(String... args) {
try {
/! CIENERF
Properties properties = new Properties();
properties.put("serverAddr", serverAddr);
ConfigService configService = NacosFactory.createConfigService(properties);
/! BEAERSCFE
String existingConfig = null;
try {
existingConfig = configService.getConfig(datald, group, 5000);
} catch (NacosException e) {
log.debug ("BCEAELE, HAIEHIECE b2b-site-slogan”);
}
if (existingConfig != null && !existingConfig.isEmpty()) {
log.info ("M & /77 :\n{}", existingConfig);
} else {
/] RMGHE
boolean isPublishOk = configService.publishConfig(datald, group,
content);
if (isPublishOk) {
log.info("fCERAMRI! ") ;
log.info ("t &M% :\n{}", content);
} else {
log.error ("MCE KA RM") ;
}
}
/! B E
String config = configService.getConfig(datald, group, 5000);
log.info ("EMACE LT, HW%¥:\n{}", config);
} catch (NacosException e) {
log.error("Nacos MEWMHIEN: {}", e.getMessage(), e);
}
}
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5l / Nacos BhSECEINERE

¢ O LEEEREHEER, BEEE L ESN~

YRiBECE

* WA
* Data ID

* Group

ik TUBEES R, NacosHRRECEEE

v XS

Beta'& 75 AR B,

fEEt O TEXT JSON XML YAML HTML Properties TOML

REASO = site:

welcome: "AiFIEEZL FiiR, Nacosz)EMECEHTHH"

b, HERNS: A Spring Boot Admin il

T B #Ih 2% admin-server &R {EH Spring Boot Admin {41570y, BFEEMIRS BERIRE. BITHEF.
IRIEBE M Actuator EE. FUFRBSHFE Actuator i =, FH B Spring Boot Admin Client 5[
http://localhost:9090, MMA—ZANEIEF L. XEMBE RS “BBiE1T. 8EMER. BEM HEIEHE.

BE / Spring Boot Admin ARSS M4#%
.SprngootAdmm RN | B BER® PR (RE) v @

45m 45m 45m 45m

admin- b2b-admin- b2b-goods- b2b-goods-
server consumer consumer provider

1 NSLf 2 P2 1 SEf 1 5E6l

45m 45m 44m

b2b-user- b2b-user- gateway-

consumer provider service
1 36 1 P Ef 1361
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. BRAR: B Zipkin #THRKIER
MRS T, —RAFEXREAEEIMX. TERS. WSRMHE JEESFS T, NRLKEERIER,

EOZTEHRRRMREEMRAFRS, ABE®ET Zipkin WEFAMRERE, FIUERETEERSABRREZ.
FEBYH] Trace BA, XitW B BAR MBI/ o] ARELMAEMLIRGE. HRIEARSS Ko

LRSS [ B Zipkin 5I NI

management:
tracing:
sampling:
probability: 1.0
zipkin:
tracing:
endpoint: http://localhost:9411/api/v2/spans

BIE / Zipkin BRS351%R

Zipkin Q, Findatrace Search by trace ID ‘ W EN v
&3 RUN QUERY [« 30V
Results EXPAND ALL COLLAPSE ALL Service filters -
Root Start Time Spans - Duration
v gateway-service: hitp get afew seconds ago (07/01 14:06:01:483) 3 IR S SHOW
~ gateway-service: http get a few seconds ago (07/01 14:06:01:096) 3 % SHOW
v gateway-service: http get afew seconds ago (07/01 14:06:04:441) 3 e SHOW
v b2b-admin-consumer: http get /actuator/health a few seconds ago (07/01 14:06:25:261) 1 w SHOW
v gateway-service: http get a few seconds ago (07/01 14:06:02:586) 3 % SHOW
. -+ 15.216ms
v b2b-goods-consumer: http get /actuator/health a few seconds ago (07/01 14:06:25:262) 1 Ri— SHOW
v b2b-goods-provider: http get /actuator/health a few seconds ago (07/01 14:06:05:260) 1 % SHOW
~ b2b-admin-consumer: http get /actuator/health a few seconds ago (07/01 14:06:25:264) 1 % SHOW i
& / Zipkin 55ERI1E R
~
5| / Zipkin $&ERIBER
Zipkin 1’ Search by trace ID ‘ Fa EN ~ @
gateway-service: http get = SPANTABLE =
Duration 1.148s  Services 2 | Total Spans 3 Trace 1D 6a44a9889858f3042fdb833c727¢c684b
oms 382.726ms 765.453ms 1.148s
I 1 Service name Span name
g y-service http get
Span ID Parent 1D
Al v ® > 2fdb833c727c684b none
oms 382,726ms 765.453ms 1.148s
ateway-service: http get 1.148s :
g Annotation A
gateway-service: hitp get 976.748ms
[ 1 Oms 382.726ms 765.453ms 1.148s
b2zb-admin-consumer: http get /admin/goods 960.523ms
Start Time 07/01 13:45:44.670
Value Server Start
Oms
192.168.107.1
Address

(gateway-service)

Start Time 07/01 13:45:45.818

1.148s Value Server Finish
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Zipkin fkFHEER

%" Dependencies Search by trace ID | ¥ EN @
Start Time End Time
06/30/2026 14:01:05 (8 - 07/01/2026 14:01:05 ]
Filter -

7 WEAR:D SIN IWT LR EH D IAIE

4% Session BERBE R BE NN BREFHESI Session 171E, EHMIRSEMTHRIEE Session. IRSE
TFENBRSIAMENRB, ZIEER IWT BAFRKS. BR&. AEEEESEN Token, BREMEMA
AUTH_TOKEN Cookie, M%iszEX Cookie [Sf#tf JWT, HIEHFPEEENERL, BERSTEHRE Session,
WEEIRF HFIBF &%, THERS WERARESR) FH—FSRIEENRIERKE JWT 89 urole (HEMFE)
L FT AR RS AB EBHNIR, BT ARIFIAR

RS | BERRINEER JWT HE AN Cookie

User user = userService.login(uname, upassword);

if (user != null) {
String token = JwtUtil.generateToken(user);
httpResponse.addCookie(AuthCookieUtil.createAuthCookie(token));
model.addAttribute("user", user);
return "login";

SRS /| AT EFME Token Cookie MW T B

public static Cookie createAuthCookie(String token) {
Cookie cookie = new Cookie(AuthConstants.AUTH TOKEN, token);
cookie.setPath("/");
cookie.setHttpOnly(true);
cookie.setMaxAge(AuthConstants.TOKEN MAX AGE SECONDS);
return cookie;
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public static void expireAuthToken(HttpServletResponse response) {
Cookie cookie = new Cookie(AuthConstants.AUTH TOKEN, "");
cookie.setPath("/");
cookie.setHttpOnly(true);
cookie.setMaxAge(0);
response.addCookie(cookie);

At

TS [ fAsRAERFIAENT Token BY JWT TESE

public final class JwtUtil {

/] ERIEEE]
private static final SecretKey KEY = Keys.hmacShaKeyFor (
"spring-cloud-demo-jwt-secret-key".getBytes(StandardCharsets.UTF 8));

public static String generateToken(User user) {
Date now = new Date();
String urole = user.getUrole() == null || user.getUrole().isBlank()
? AuthConstants.ROLE USER
: user.getUrole().trim();

return Jwts.builder()

.subject(String.valueOf(user.getUaccount()))

.claim("uname", user.getUname())

.claim("urole", urole)

.issuedAt(now)

.expiration(new Date(now.getTime() +
AuthConstants.TOKEN MAX AGE MILLIS))

.signWith(KEY)

.compact()

’

}

public static JwtEntity parseToken(String token) {
Claims claims = Jwts.parser()
.verifyWith(KEY)
Lbuild()
.parseSignedClaims (token)
.getPayload();
JwtEntity jwtEntity = new JwtEntity();
jwtEntity.setSubject(claims.getSubject());
try {
jwtEntity.setUaccount(Integer.parseInt(claims.getSubject()));
} catch (Exception e) {
jwtEntity.setUaccount(0);
}

jwtEntity.setUname(claims.get("uname", String.class));
jwtEntity.setUrole(claims.get("urole", String.class));
jwtEntity.setIssuedAt(claims.getIssuedAt());

jwtEntity.setExpiration(claims.getExpiration());
return jwtEntity;

EIFCES / Gateway f##MT JWT FH/EN Header

ServerHttpRequest sanitizedRequest = stripAuthHeaders(request);
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HttpCookie cookie =
sanitizedRequest.getCookies().getFirst(AuthConstants.AUTH TOKEN);

JwtEntity jwtEntity = JwtUtil.parseToken(cookie.getValue());

ServerHttpRequest.Builder requestBuilder = sanitizedRequest.mutate()
.header (AuthConstants.HEADER AUTH UID, jwtEntity.getSubject())
.header (AuthConstants.HEADER AUTH NAME, jwtEntity.getUname());

if (jwtEntity.getUrole() != null && !'jwtEntity.getUrole().isBlank()) {
requestBuilder.header (AuthConstants.HEADER AUTH ROLE, jwtEntity.getUrole());
}

THIRES /| EERESRES TSR

Optional<JwtEntity> jwtEntity = AuthTokenUtil.resolvelwtEntity(request);
if (jwtEntity.isPresent()
&& AuthConstants.ROLE _ADMIN.equalsIgnoreCase(jwtEntity.get().getUrole())) {
return true;

}

if (jwtEntity.isEmpty() && AuthCookieUtil.findAuthToken(request).isPresent()) {
AuthCookieUtil.expireAuthToken(response);
}

response.sendRedirect(LoginUrlUtil. resolveLoginUrl(request));
return false;

+. HERZB: 3|\ HiddenHttpMethodFilter

HTML R4 FRERZHF GET 1 POST, FEEEIELEA PUT 3¢ DELETE, NRFAEEXMMBIFRERE K POST 3
GET, EFARESEININAE, BEMEBEXABEE, LHEMBRRIEWRA GET, LRSS Web AL SR, AMBETE
admin-consumer 1 goods-consumer 17 = HiddenHttpMethodFilter, WENMAEA R I EREH
method="post", 1BEIIME 2 FEL_method=put 3_method=delete, Spring MVC {ZKEEKRE, SIBERL
WIBF AR PUT 8¢ DELETE, MmELACIZHISEHRI@PutMapping. @DeleteMapping,

TEMLES / 1EBRZH AR HiddenHttpMethodFilter

spring:
mvc:
hiddenmethod:
filter:
enabled: true

TS/ BimiRR RS R T SR e E A

<form th:action="@{/admin/users/delete}" method="post">
<input type="hidden" name=" method" value="delete">
<input type="hidden" name="uaccount" th:value="${user.uaccount}">
<button type="submit" class="delete-link">ff|fk</button>

</form>
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@DeleteMapping("/users/delete")

public String deleteUser(@RequestParam("uaccount”) int uaccount, Model model) {
model.addAttribute("msg", userAdminService.deleteUser(uaccount));
return users(model);

}

J\. HERZE: &N Spring Cloud Stream +
Rabbit MQ BV A -] HIIRIVECE E 5 At
=1 R ARSI R S

IMBfER Spring Cloud Stream + RabbitMQ RITER I MBI L BSR4 K60 E, goods-consumer
EHITREMN, goods-provider TTHHAIBIERE. BiTR. FMYE. BN, HEHMNLITZMER
@Transactional #ESRE, BHERF. 5iTR. BBFEEYZE. EREZASHHR—IAMES D, RAITEL
BRET S,

TRGSHEEERTNERSPTHMEHIEERIE, MEEE OrderMessage K MITHEEEM, X
FJURERSAES, LITEAEZEEYTESRIRBERS P, ZHEl goods-provider {ER TR & HE
order.create . RIGKRFIMEITEER. RO RIT. HERITERS, REEIEMIAVEERE TR —IRA
BI], BAFEEBATREAND,

A @Transactional ZERHBRRN—BERE: ITEEHSIAE, IRER. BANTE. RRUWHER
F— W BEE, MREITRRMNEBREIZERY, HESNEEE, SIEERERARR, #RHI “FEFi
TEITERER XEF—HIENIMBXIET messageld #1 order_consume_log UEERICR , &% RabbitMQ
EERENESNERE. EEEMITR..

TR [ EESEE RabbitMQ

spring:
cloud:
stream:
bindings:
order-create-out-0:
destination: b2b.order.exchange
rabbit:
bindings:
order-create-out-0:
producer:
routing-key-expression: ''‘'order.create''’
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public void sendOrderMessage(OrderMessage message) {
log.info("&iZEITHIHE: {}", message);
boolean sent = streamBridge.send("order-create-out-0", message);
if (!sent) {
throw new IllegalStateException("iTH B REEK");
}
log.info ("iTHHEAIEKII") ;

TR [ HERBTEITRER

spring:
cloud:
stream:
bindings:
order-create-in-0:
destination: b2b.order.exchange
group: b2b.order.queue
consumer:
max-attempts: 1
rabbit:
bindings:
order-create-in-0:
consumer:
binding-routing-key: order.create
queue-name-group-only: true
requeue-rejected: true
prefetch: 1

TR [ HBERENEITREMA

@Override
@Transactional(rollbackFor = Exception.class)
public void accept(OrderMessage msg) {
log.info("YFTFyHE: {}", msg);
try {
String messageld = msg.getMessageld();
if (messageld == null || messageId.isBlank()) {
messageId = UUID.randomUUID().toString();
log.warn("il #yH 26> messageld, HigdFmeEn B8 : {3", msg);
}
int inserted = shoppingDao.insertConsumelLog(messageld);
if (inserted == 0) {
log.info ("Il B Ak, BhiTHELZH D : messageld={}", messageld);
return;
}
int affected = goodsDao.updateStock(msg.getGid(), msg.getNumber());
if (affected == 0) {
log.warn("ZFEfFA L gid={}, number={}", msg.getGid(), msg.getNumber());
shoppingDao.deleteConsumelLog(messageld);
return;
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Userorder order = new Userorder();
order.setGoodsname(msg.getGoodsname());
order.setNumber(msg.getNumber());
order.setPrice(msg.getPrice());
order.setUid(msg.getUid());
order.setTime(new java.util.Date());
int orderInserted = shoppingDao.insertOrder(order);
if (orderInserted == 0) {
throw new IllegalStateException ("T85 ANKIK");
}
Integer cartlId = msg.getCartId();
if (cartId !'= null && cartId > 0) {
int deleted = shoppingDao.deleteCart(cartId, msg.getUid());
if (deleted == 0) {
throw new IllegalStateException("WW¥ZE% A AR CHIBR: cartId=" +
cartld + ", uid=" + msg.getUid());
}
}
log.info("i/ pibs % : messageld={}, gid={}, uid={}", messageld,
msg.getGid(), msg.getUid());
} catch (Exception e) {
log.error ("iTHALBIRIG", e);
throw new IllegalStateException ("7 HACHERIL", €);

&l /Rabbit MQ B 2 FAF|TIE

E Ra bb It RabbitMQ 4.3.1  Erlang 27.3.4.13 Virtual host  All v

Cluster rabbit@LAPTOP-VLO7 1HL4

s guest (Y
Qverview Connections Channels Exchanges Queues and Streams Admin

Queue b2b.order.queue

Overview

Queued messages last hour ?

oo Ready o
o \ \ Unacked 0
0s
0a Total | W@
14:30 14:40 14:50 15:00 13010 15:20
Message rates last h
Publish 0.02/s Consumer . Get (auto »
mer | mo.02/s (a0 mo.ous
(Delwer‘ p—
manual 0.02/s Redelivere W 0.00/s Get f
A A ack) {empry; M 0.00/s
- o e - . Get
14:40 14:30 AN 1519 13:20 Deliver oo o0/e (manual W 0.00/z
(auto ack) A ack)
Detail
Features arguments: x-queue-type: classic State Idie Total Ready Unacked In memory Persistent
- Messages ? Q o o ) o
durable: true Consumers 1 N
queue storage version: z Message body bytes ? e 0B oe 0B o8
Consum acity 100%
Policy Process memery 7 6.1 Kig
Operator palicy
Effective palicy definition
Consumers (1)
Channel ? Consumer tag Ack required Exclusive  Prefetch count Active *  Activity status Consumer Timeout Arguments
127.0.0.1:7283 (1) amq.ctag-Hwpo3bIwZUD YSIKSWQRUW . 0 1 . up 1800000
Bindings (2)
From Routing key Arguments
(Default exchange binding)
order.create
626 orcerexchange  unbind

)

. B¥ARE: KMNEERFSEIR

admin-consumer 12t /admin/** FATIE, &d Thymeleaf EREIERE, 18iZ OpenFeign EE B
FPRENERRS. EAEFTEERRIEHESIE, Melm 7T 2N SEERNF: aLUEIrFBRAe. BEER
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T BEARRIRRIES
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BEXTEEREAERNME, HSIAEE,

flE | EEREERARER

)i\i
MIDEIRES S, Nacoss A EEEHRCEN RAPEE| BnEE| TREE| EEES| B
v EZHH | meum
Eﬁ%‘fg AFEE BaEE JREE
AFEE 2
PRI S s RS o
igER
P& Eq) 8 Bt
user v A
%S BRE =5 1481 RE B
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2 test test male user v 75 Bl
HE | EEREEEmMEENR
~
= EIxDl/oOoEonBIEL
WL SR, Nacoss ATt SmEEsT FAFEE | mREE| JeEE| BRI B
v X2l | Feam
EE‘-‘E}E AFEE PREE ITREE
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inER
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PERRXPE | S 100
D ARER s fif mREs EF 1B
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RN | R
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RIESAE | RS -
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BFIE /| EEREEITREER

WDKIESES A, NacossiSREEEETEN BREE| SREE| TeEE| EEE| Bl

v ESH | reum

> 3
iTEREHE
s o
iTes [El=Eg HE Bif ARkS TEesE BE
3 AirPods Pro 1 1899 1 2026-06-26 16:53:51 Bk
2 MacBook Pro 1 12999 1 2026-06-26 16:53:50 Bk
1 iPhone 15 1 5999 1 2026-06-26 16:53:49 il
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